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1. What Are Cookies?
Cookies are small pieces of text stored on your computer, mobile device, or tablet when you visit a 
website. Cookies do not harm your device and do not contain viruses. The Company does not store 
identifiable personal information such as credit card or bank details within cookies.

The Company uses cookies and similar technologies (including web beacons, pixel tags, local storage, 
and device fingerprinting) to optimize the website and trading platform, improve your experience, 
and ensure the security and integrity of the Company's services.

Almost every website on the internet uses cookies. Their functions include:
– Verifying your identity for security purposes;
– Maintaining your session and login status;
– Determining the type of browser, device, and settings you are using;
– Allowing the Company and third-party service providers to tailor content to your preferences;
– Detecting and preventing fraud, abuse, and unauthorized access.

You can manage your cookie preferences by changing your settings within your web browser. 
However, disabling certain cookies may restrict your access to the trading platform or other parts of 
the website.

For more information about cookies, please visit www.allaboutcookies.org.

2. Types of Cookies We Use
2.1. Essential Cookies Essential cookies are required for the core functions of our website and trading 
platform. These cookies enable session management, user authentication, security features, and 
platform functionality. Without essential cookies, the website and trading platform cannot function 
properly.

Essential cookies cannot be disabled. By using the Company's services, you consent to the use of 
essential cookies.
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2.2. Functional Cookies Functional cookies allow the website to remember your preferences, such as 
language selection, display settings, and previously viewed pages. These cookies provide a more 
personalized and consistent user experience.

2.3. Analytical and Performance Cookies Analytical cookies help the Company understand how 
visitors use the website by collecting anonymized data on page visits, traffic sources, time spent on 
pages, and user behavior. This data is used to improve the website and optimize the user experience.

2.4. Marketing and Advertising Cookies Marketing cookies enable the Company and its advertising 
partners to deliver targeted and relevant advertisements based on your browsing activity and 
interests. These cookies may track your activity across multiple websites.

2.5. Security and Fraud Detection Cookies The Company uses cookies and similar technologies to 
detect and prevent fraud, abuse, unauthorized access, and malicious activity. These cookies may 
collect device fingerprinting data, IP addresses, behavioral signals, and other information used for 
security purposes.

3. Specific Cookies Used
The Company reserves the right to add, modify, or remove cookies at any time. This table is provided 
for informational purposes and may not include all cookies used at any given time.
Cookie / Technology Provider Purpose Duration

Session ID NEOMAAA Maintain user session and 
authentication

Session

Language preference NEOMAAA Remember language 
selection

1 year

Platform settings NEOMAAA Store trading platform 
preferences

1 year

Security token NEOMAAA CSRF protection and 
fraud prevention

Session

Google Analytics Google Website traffic analysis 
and performance

2 years

Google Ads Google Targeted advertising 
based on behavior

90 days

Facebook Pixel Meta Ad measurement and 
conversion tracking

90 days

Device fingerprint NEOMAAA Fraud detection and 
multi-account prevention

Persistent

4. Device Fingerprinting and Tracking 
Technologies
In addition to cookies, the Company uses device fingerprinting and similar tracking technologies to 
collect information about your device, including but not limited to: browser type and version, 
operating system, screen resolution, installed plugins, hardware identifiers, IP address, and 
behavioral signals.

Device fingerprinting is used to:
– Detect and prevent fraud and multi-account abuse;
– Ensure platform security and integrity;
– Comply with AML/KYC requirements;

The Anjouan Offshore Finance Authority of the Union of Comoros with an Investment Dealer license 15968, having 
its registered office at Hamchako, Mutsamudu, Autonomous Island of Anjouan, Union of Comoros.

Neomaaa.com | Support@neomaaa.com
Page 3 of 6



Cookies Policy
Version: v.1.0

– Link accounts operated by the same individual under different identities.

Device fingerprinting data may be retained for the duration of the business relationship and for a 
minimum of five (5) years after account closure.

5. Third-Party Cookies and Services
The Company's website may contain cookies set by third parties, including analytics providers (such 
as Google Analytics), advertising networks (such as Google Ads and Meta), and social media 
platforms. These third parties may collect information about your browsing activity across multiple 
websites.

The Company is not responsible for the cookie policies or privacy practices of third-party service 
providers. Please refer to the respective privacy policies of these third parties for more information.

6. Consent and Cookie Management
By using the Company's website and trading platform, you consent to the use of cookies and similar 
technologies as described in this Cookies Policy.

You can manage your cookie preferences through:
– Your web browser settings (to block or delete cookies);
– The Company's cookie consent banner (where available);
– Opt-out mechanisms provided by third-party advertising networks.

Please note that disabling or blocking cookies may affect the functionality of the website and trading 
platform, and may prevent you from accessing certain features or services.

7. Data Protection and Privacy
Information collected through cookies and similar technologies is processed in accordance with the 
Company's Privacy Policy, which is available on the Company's website.

For any questions regarding this Cookies Policy or the Company's use of cookies, please contact:

Email: support@neomaaa.com Address: Hamchako, Mutsamudu, The Autonomous Island of Anjouan, 
Union of Comoros

8. Legal Basis for Processing
The Company processes cookie and device data based on the following legal grounds:

– Legitimate interest: maintaining platform security, fraud prevention, risk management, and 
detection of abusive trading practices;
– Legal obligations: compliance with AML, KYC, and regulatory requirements applicable to the 
Company;
– Contractual necessity: providing trading platform functionality, session management, and 
execution services as required under the Client Agreement;
– User consent: analytics, marketing, and advertising cookies are processed based on the user's 
consent, which may be withdrawn at any time through browser settings or the Company's cookie 
consent mechanism.
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9. Cross-Border Data Transfers
Cookie data, device fingerprinting data, and related analytics data may be processed and stored on 
servers located outside the user's country of residence, including but not limited to servers in the 
United Arab Emirates, European Union, United States, and infrastructure operated by third-party 
cloud providers (such as AWS, Google Cloud, Cloudflare, or similar services).

By using the Company's website and trading platform, the user consents to the transfer, processing, 
and storage of cookie and device data in jurisdictions that may not provide the same level of data 
protection as the user's home jurisdiction.

The Company takes reasonable measures to ensure that data transferred internationally is subject to 
appropriate safeguards consistent with this Cookies Policy and the Company's Privacy Policy.

10. Anti-Fraud Enforcement
The Company reserves the right to use cookie data, device fingerprinting data, behavioral analytics, 
and any other tracking information to detect fraud, enforce trading rules, identify multi-account 
abuse, and monitor compliance with the Client Agreement and Terms & Conditions.

Where fraud, abuse, or policy violations are detected through cookie or device data, the Company 
may:

– Restrict, suspend, or terminate the user's account;
– Block or refuse withdrawals;
– Void, cancel, or reverse trades and withhold profits;
– Report the activity to relevant regulatory or law enforcement authorities.

The Company's determination based on cookie and device data shall be made in accordance with the 
Company's procedures.

11. No Expectation of Anonymity
Users acknowledge that anonymity cannot be guaranteed while using the Company's website, 
trading platform, or any related services. Security monitoring, fraud detection, regulatory 
compliance, and device fingerprinting are integral parts of the Company's operations.

The Company may link cookie and device data to the user's trading account, personal identity, and 
transaction history for security, compliance, and risk management purposes.

12. Changes to This Policy
The Company reserves the right to update or amend this Cookies Policy at any time. The most 
current version will be published on the Company's website. Continued use of the website after any 
changes constitutes acceptance of the updated policy.
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Acknowledgement
By using the Company's services, the Client acknowledges having read, understood and accepted the 
Cookies Policy.

Neomaaa Ltd
Trading as NEOMAAA
International Business Company No. 15968
Regulated by the Anjouan Offshore Finance Authority (AOFA), Union of Comoros

© 2025–2026 Neomaaa Ltd. All rights reserved.

Contact Information
Company: Neomaaa Ltd
Email: support@neomaaa.com
Compliance: compliance@neomaaa.com
Website: neomaaa.com
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